Abstract-This paper proposes a hierarchical fragile watermarking scheme for image authentication with localization and recovery. Two phases are exploited for pixel-wise and block-wise authenticity. By applying the singular value decomposition (SVD), only a few pixels need to be modified to carry these watermark bits so we can produce high quality of the watermarked image and achieve the integrity verification of blocks. Pixel-wise tampering detection and recovery is also realized in this proposed scheme. Altered pixels in each block can be exactly localized using the authentication bits. Accordingly, unaltered pixels remain unchanged but only altered pixels need to be recovered. In the image recovery stage, instead of replacing the whole block identified as tampered, elements belonging to associated VQ codeword are restored for those altered pixels. In this way, the quality of recovered image is better than replacing whole altered block by a whole vector quantization block. The experimental results reveal that the average PSNR values of reconstructed images are higher than that of other schemes.
I. INTRODUCTION
With the continuous innovation of digital and network technology, technology applications play an important role in many people's lives. For example, mobile phones now have built-in digital cameras almost as a standard. After taking pictures, we can immediately transfer to the network and share them with friends through wireless networks. When digital information is shared with such case, the copyright protection of digital content is an important issue.
Image authentication has become an issue of considerable interest in recent years, and the literature related to image authentication schemes to ensure the integrity of images and to detect unauthorized modification has grown markedly. Many fragile watermarking or semi-fragile watermarking schemes have been proposed for authentication of image content [4-6, 8, 11, 15-16, 18, 20] . Fragile watermarking indicates when an authentic watermark (generally independent of the image data) is inserted so any attempt to alter the content of an image will also alter the watermark. The authentication process detects the distortions in the watermark such that the image's regions that have been tampered with can be located. The difference between a fragile watermark and a semi-fragile watermark is related to how well modifications of images are tolerated. Semi-fragile watermarking schemes [8, 20] allow some specific modifications, depending on the watermarking approach used. Semi-fragile watermarking considers some common modifications made by image processing techniques, such as JPEG compression, noising, blurring, or filtering legitimate. However, for the majority of the applications in military or medical fields, even the slightest modifications have to be identified, and semi-fragile watermarks are too insensitive to be suitable in such application domains. In this paper, we aim to the research related to fragile watermarking schemes.
There are two categories of fragile watermarks: the block-wise [1-2, 4, 14-15, 17] approach and the pixelwise [11, 13] approach. A host image is divided into blocks or pixels depending on which approach is adopted. Each block or pixel feature is created and then embedded into the host image as authentication information, which is later used to locate precisely any malicious alterations made to the image while verifying other areas of the images as authentic. In terms of computation complexity and execution efficiency, block-wise approaches are superior to pixel-wise approaches; however, the blockwise approach is not as sensitive to malicious manipulations as the pixel-wise approach and cannot locate exactly which pixel or pixels have been tampered with. With the block-wise approach, a pixel that has not been destroyed or manipulated may be considered an altered pixel because the block in which it is located is deemed to have been tampered with. In contrast, the pixel-wised approach more precisely locates the fake content, although, in some situations, the information derived from altered pixel values may coincide with the watermark itself. Therefore, pixel-wise approaches can not always localize the tampered pixels precisely.
In 2008, Wang et al. proposed a fragile watermarking scheme based on singular value decomposition (SVD) to ensure the integrity of biometric images [15] . The proposed scheme achieves a high quality watermarked image by applying the whole biometric images, rather than dividing it into many sub-blocks. However, the method cannot locate the altered area precisely because the authentication information is correlated with the whole image, not parts of it, like blocks. Therefore, achieving a good balance between the quality of a watermarked image and the effectiveness of information detection is quite a challenging task.
If an authorized receiver finds that a host image has been tampered with, he or she can ask for the image to be retransmitted, but the retransmission cost is an issue. To address the problem of retransmission cost, image reconstruction is kind of a solution. Research on selfrecovering schemes [17, 19] includes that proposed by Yang and Shen [17] , in 2010, a VQ index table imagerecovering scheme in which an index table produced by VQ compression is embedded into the host image four times to enhance the quality of image reconstruction. Codewords within the index table are embedded multiple times to increase the validity of block reconstruction.
This paper proposes a hierarchical fragile watermarking scheme with VQ index recovery. An SVD fragile watermarking scheme is employed such that each pixel associated with watermark bits can be adopted for pixel-wise authentication. If an image has been changed, the image content and the watermark corresponding with the altered blocks will not pass the verification, so the altered areas can be detected. After localizing the altered pixels within a block, valid pixels are kept unchanged. As for those altered pixels, they can be perfectly restored using the information from two copies of VQ index table.
II. RELATED WORKS
This section introduces an image recovery scheme using a VQ index table proposed by Yang and Shen [17] , and a hierarchical fragile watermarking scheme proposed by Zhang and Wang [18] .
a) Recover the tampered image based on vector quantization (VQ) indexing
In 2010, Yang and Shen [17] proposed an image recovery scheme using VQ indexing. When VQ is performed, an index table associated with the original image is produced. Using a secret key, the indices are randomly embedded into the second and third leastsignificant-bit planes of the original image four times. For example, assume that a 512×512 image is divided into 4×4 blocks and that a VQ codebook has a size of 256=2 8 , where each index can be represented by an 8-bit string, so the size of an index table is 128×128 after vector quantization compression has been performed. For the index table to be embedded into 2-LSB2 and 3-LSB planes of the host image, the total required embedding space is 128×128×8. The total embeddable space for the 2-LSB and 3-LSB planes of the host image is 512×512×2 in bits. Therefore, the index table can be embedded four times to increase the reliability of the index after image has been reconstructed. Each index value x , which is an encoding correlated with an image block, can be represented in eight bits, i.e., be embedded into the 2-LSB and 3-LSB planes of four selected pixels. Fig. 1 illustrates the index value to be embedded into four pixels. b) Fragile watermarking scheme using a hierarchical mechanism Zhang and Wang [18] proposed a hierarchical fragile watermarking scheme that can verify and locate which pixels have been tempered with. There are two kinds of information for the hierarchical detection scheme: pixelderived and block-derived watermarks.
For the pixel authentication, the pixel-derived watermark can be created as follows. The first to the third least-significant-bit (LSB) planes in the host image are employed to embed the watermark data, and the first to the fifth most-significant-bit (MSB) planes are kept unchanged for watermark generation. The watermark generating steps are as follows:
1. Denote the host image as . Equation (1) shows that the five most significant bits of pixel p n are multiplied by a pseudo-random binary matrix A n to produce V authentication bits. Therefore, the total number of authentication bits for the host image is n V × . 
where 1, 2, ..., n M N = × , the size of pseudo-random
and V is a multiple of five. 2. Apply a secret key to pseudo-randomly divide n V × authentication bits into a series of subsets, each subset containing K bits, where
Then, the sum of K authentication bit values in each subset, called authentication-sum, is calculated. Perform modulo operation on the authentication-sum by 2 to get a sum-bit.
3. Divide n host pixels into non-overlapping blocks where the size of each block is 8 8 × ; assume that M and N are multiples of 8. 4. For each block, the first, second and third leastsignificant-bit (LSB) planes are employed to embed the watermark; accordingly, the embedding capacity within a block is 8 8 3 192 × × = bits. Randomly select 160 positions to be replaced by the pixel-derived watermark so the remaining of embeddable space is 32 bits.
5. Perform a hash function by feeding the first to fifth most-significant-bits (MSB) of each pixel and the 160 sum-bit obtained in the previous step to generate 32 hashbits, which then become a block-derived watermark.
For more details of pixel-derived and block-derived watermark embedding, Fig. 2 is to show watermark embedding procedure for an 8 8× host block. The embedding space, i.e., 1-LSB, 2-LSB and 3-LSB planes of the block is 64 3 × bits. The pixel-derived watermark is composed of 160 sum-bits and the blockderived watermark is made up of 32 hash-bits. On the receiver side, the procedure to locate pixels that have been tampered with is made up of two stages: first, identify the altered blocks, and then locate the altered pixels in those blocks. If the hash of the 320 MSBs and 160 sum-bits in a block is not identical to the 32 hash-bits hidden in the same block, the block is judged as ''tampered with." After identifying the blocks that have been tampered with, the watermark hidden in the rest of the blocks are used to find the exact locations of the altered pixels.
III. PROPOSED SCHEME
In this paper, a hierarchical watermark embedding procedure is presented in three phases. The first phase contains two tasks: encode an index table associated with a given grayscale image using a vector quantization compression technique and embed the index table twice into the original image. This phase is performed so the altered areas of watermarked image can be recovered after they have been detected and located. The second and third phases of the procedure embed watermarks into the intermediate image derived from the first phase. In these two embedding phases, watermark data are derived from pixels and blocks. An authorized receiver can first locate the altered blocks using the block-derived watermarks and then use the pixel-derived watermarks hidden in the other unaltered blocks to locate the altered pixels. By spreading the pixel-derived watermarks extensively over the host pixels, these authentication data can be used to identify which pixels are tampered with because they will lack the watermark information they should have carried. Fewer block-derived watermarks generated by the SVD operation on the host blocks can reduce image distortion and improve the ability to locate altered blocks.
A. VQ index embedding
The first phase computes index values of an image using the VQ technique and embeds the obtained index table into the original image for the purpose of image recovery. For a host image composed of M×N pixels divided into non-overlapping blocks of 4×4 pixels, the total index values within an index table associated with that image are (M×N)/16. If we assume there are 256 codewords in a codebook; with each codeword associated with an 8-bit index value, the total size for an index table is 8×((M×N )/16) = (M×N)/2 in bits. For security considerations, these indices are rearranged into a random sequence R A by a secret key Key A and carried by the second least-significant-bit (2-LSB) plane of a host image. Because the size of generated indices is half of the whole embedding space, each index value can be embedded twice in order to enhance the recovery ability. In this phase of VQ index embedding, an intermediate image I VQ is generated. Fig. 3 shows the steps for VQ index embedding.
The intermediate image acts as an input to the watermarking embedding procedure in the second phase of the procedure.
B. Two-phase watermark embedding Two phases are exploited for pixel-wise and blockwise authenticity respectively.
According to the first phase of VQ index embedding, an intermediate image is generated and acts as an input to the second phase of the embedding procedure. For each intermediate pixel, first generate five authentication bits by applying (1), where V is five and A n is a 5-by-5 pseudo-random binary matrix so there are 5×M×N authentication bits in total for the intermediate image I VQ . Use a secret key Key B to rearrange these authentication bits as a random sequence R B , select every five bits from R B as a group, and calculate a sum-bit for each group. There are For security considerations, a secret key Key c is applied to generate a sequence of embedding positions that indicate which intermediate pixels will carry the sum-bits. The watermarked image can thus be obtained by embedding the authentication sum-bits into the intermediated image I VQ . is used to choose a masking block, which is a partner of block B , and the watermark corresponding to block B is embedded into the masking block. Determine 9 pixels and set the first, second and third LSBs of those pixels as zeroes. Then, ' B is denoted as a masking block corresponding to block B , with three LSBs of nine pixels set as zeroes. To increase the security, 16 pixels in block ' B are shuffled using another secret key E Key , and the shuffled block is denoted as ' SB . Then calculate the singular values for these two blocks, i.e., ' B and ' SB ; each block will produce four singular values. To represent each singular value in a binary representation, multiply each singular value by a sensitive factor α and round it to an integer. Then perform a modulo-2 operation on this integer to produce an SVD-bit. Let four SVD-bits be denoted as i b , ' SB . The sensitive factor α is adjustable; in most cases, the bigger the α , the more sensitive the fragile watermarking performance. In Wang et al.'s scheme, they had more discussions about the sensitive parameter α .
A flag bit F is generated by (2) to detect whether the block can be destroyed by a cut-and-paste attack. is the produced as shown in Fig. 5 .
We remarked here that a flag bit is created and embedded for block authentication. In a situation in which a block has suffered a block-cut attack, all pixels within that destroyed block become zeros, implying that the SVD bits associated with that fake block are also computed as zeroes. At this time, the flag bit can function as a verifier against such a fake block.
C. Tampering detection and recovery
This section introduces how to verify an image's integrity. The procedure contains three phases: blockwise tampering detection, pixel-wise tampering detection and pixel restoration.
For a given watermarked image
, in the proposed scheme, the top-down detection concept of hierarchical mechanism is employed. The regions that have been tampered with are first detected with a blockwise mechanism, and then the original pixels in the tampered regions are classified into two categories: altered pixels and unaltered pixels. Finally, the index table is extracted from the normal pixels to recover the altered pixels in the way that the altered pixels are replaced by the mapped elements at the vector quantization block. In this way, the quality of recovered image is better than replacing whole altered block by a whole vector quantization block.
The helps to identify the pixels in which the five sum-bits have been hidden. Extract the sum-bits from 1-LSBs of those pixels and use them to verify whether the pixel ' p is fake or not.
For a given altered block with k pixels that have been modified, the following pixel restoration using VQ index values is employed. We know that each VQ index is associated with a codeword in a codebook, and that each codeword is a vector of 16 elements, where each element is a pixel of the image. For a block that has been identified as altered, its codeword index which has been embedded twice, can be extracted. Through the index, a codeword vector can be obtained from the codebook. Therefore, k fake pixels within in that tampered block can be replaced with k codeword elements.
IV. EXPERIMENTAL RESULTS
Two general characteristics of fragile watermark technique are its ability to detect the altered location and its ability to retain image quality. In addition, the quality of recovered image is another important issue. Simulations of the proposed scheme are performed in order to determine the scheme's detection capability, watermarked image quality and recovered image quality.
A. Tampering detection capability
Common image processing attacks such as cut, saltand-pepper noise, and text-adding are performed to evaluate the capacity of the proposed scheme for detecting tampering. Fig. 6 shows that the proposed scheme can exactly detect any modifications to the watermarked image.
Figs. 6(a), (b) and (c) show images are attacked and Figs. 6(d) , (e) and (f) present the detection results by the proposed scheme. Fig. 6(a) shows that the image "Sailboat" has been cut with a square. In Fig. 6(b) , saltand-pepper noise is added to the image "Pepper"; In Fig.  6 (c), several lines are randomly drawn on the face of image "Lena." Figs. 6(d), (e) and (f) reveal that the proposed scheme precisely locates out the altered areas.
After an altered block has been determined, we can also distinguish the actual altered pixel in that block. Fig.  10 shows that the text "CCU" has been added at the center of the image "Sailboat." In order to illustrate the altered area clearly, a binary image is employed in which a white pixel indicates an altered pixel and vice versa. show that the images are modified from a block-wise viewpoint. The enlarged black-and-white images of Figs. 7(e) and 8(e) show that the proposed scheme has the ability to locate the altered pixels in a pixel-wise manner.
B. Watermark image quality
The simulation results were evaluated using the peak signal-to-noise ratio (PSNR), which is expressed as follows: 
, and M and N are the width and length of the image, respectively, and i X and i X ' are the pixel values of the original image and the watermarked image, respectively. The fifteen images displayed in Fig. 9 are used as test images in the simulations. Table 1 , which presents the quality of the watermarked images, shows that the proposed scheme yields more stable and higher PSNR values, with an average PSNR of 39.6dB greater than those obtained by using the algorithm of Yang and Shen. 
C. Recovery image quality
In this section, we compare Yang and Shen's scheme [17] with our proposed scheme in terms of recovered image quality. Yang and Shen's scheme detects an altered block and recovers it by extracting the index value from unaltered parts of the image using a vector quantization recovery scheme. Although the recovered image seems the same as the original one to the human eyes, we can zoom in to the recovered region and observe that that region is not very smooth. The pixel recovery procedure of proposed scheme can first identify which pixels are unaltered and then keep the unaltered pixels unchanged, even though they are located in a block which is detected as a tampered block. Vector quantization recovery is used restore those altered pixels.
Several simulations are conducted to compare the performance of Yang and Shen's scheme with the proposed recovery scheme. In Fig. 10(a) , a line is added at the left edge of the letter "H"; Fig. 10(b) shows a 500% magnification of the recovered part using Yang and Shen's scheme, and Fig. 10(c) shows the 500% magnification of the recovered part using the proposed scheme. Fig. 11(a) shows modifications of the Sailboad image, and Fig. 12(a) shows a cross symbol on the Boat image. Figs. 11(b) and 11(c) show the 500% magnification of the recovered part of Yang and Shen's scheme and our proposed scheme; comparing to the red regions in the two images, the region using our recovery scheme is smoother than that of Yang and Shen's scheme. In Fig. 12(b) , the rope in the red region is more blurred than that in Fig. 12(c) . We also measure the PSNR values of the magnified regions: Fig. 11(b) 's PSNR value is 37.1 dB; Fig. 11(c) 's is 38.8 dB; Fig.  12(b) 's is 37.3 dB and Fig. 12(c) 's is 39.4 dB. We test fifteen images, as presented in Fig. 9 , by sketching a large cross symbol on the center of those images. Fig. 13(a) is the test image "Lena," and Fig. 13(b) shows the cross drawn on the Lena image, which is an altered region of 128×128 pixels. The recovered results for the altered region using Yang and Shen's scheme and the proposed scheme are shown in Figs. 13(c) and (d) , respectively. Both recovered images present the same as the original one to the human eyes. However, the image PSNR values for the scheme of Yang and Shen and the proposed scheme are 36.0 dB and 37.9 dB respectively. As for the other fourtheen test images, the image PSNR values of proposed scheme are all greater than those of Yang and Shen's scheme. Table 2 illustrates the two schemes' performance in terms of recovered image quailty for all fifteen test images. For all recovered images, the experimental results shows that the proposed scheme has higher PSNR values and achieves superior performance in image reconstruction. 
V. CONCLUSIONS
This paper proposes a hierarchical fragile watermarking scheme for image authentication with localization and recovery. Using SVD watermarking, a few authentication bits associated with a block are produced, so only a few pixels need to be modified to carry these watermark bits, with the result that the quality of the watermarked image remains high at 39.6 dB. Moreover, an attack relative to the block-cut results in the pixel value becoming zeroes. Through the pixel-level detection of tampering, the image recovery stage needs only to recover the altered pixels instead of replacing the whole block. In the experimental results, several attacks are simulated, such as cut-paste and added text on the image. With our pixel recovery scheme, the altered block is not restored by using a VQ codeword vector on the whole block. Pixels are identified as fake or not, and authentic pixels are retained while on the fake pixels are replaced. From the experimental results, the average PSNR values of reconstructed images are higher using our scheme than those when using Yang and Shen's scheme. 
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